AnswersThatWork™ Recommended configuration for AVG Pro 8.5

AnswersThatWork’s recommended configuration

for AVG Antivirus 2009

What you will achieve

The screenshots which follow will guide you through our recommended configuration
settings (the best configuration for AVG, we believe) for your AVG 8.5 antivirus
program. If you follow this well tested configuration, your PC will be configured in a way

such that :

AVG will take care of all virus alerts automatically, unobtrusively, allowing you
to concentrate on your work while protecting you in the background.

Using the safe but conservative configuration settings below, AVG will protect
you comprehensively without being so strict that you end up with
false positives (files incorrectly identified as viruses by “Heuristics Analysis”),
or with problems sending emails, or with a significantly slowed down PC.

AVG AntiVirus will protect you effectively from viruses coming through instant
messaging services such as MSN Messenger, Yahoo Messenger, ICQ, and
AOL Messenger, and while you are browsing sites like Facebook and
MySpace, automatically without prompting you with potentially confusing
screens.

Lastly, the configuration below also applies to the free version of AVG’s
antivirus program, AVG Free. The only difference is that some of the
screenshots in this document are not available in AVG Free.

Configuring AVG 8.5

Open AVG AntiVirus 8.5 by double-clicking the icon in the System Tray, and then choose
the Tools \ Advanced Settings menu option, and then configure each screen as per the

following screenshots :
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P+ Advanced AVG Settings

Recommended configuration for AVG Pro 8.5

Ignore Faulty conditions
Wirus Yault

{'u FUP Exceptions

@ Scans

Wt Sehedules

== E-mail Scanner
Certific:ation

4 ail Filtering

Logs and Results
B Servers

Fesident Shield
Advanced Settings

Exceptions

Froxy
Dialup
LRL
Manage

Language selection
Application must be restarted to apply language changes.

Select user interface language:

English

Balloon tray notifications
Display system tray notifications
Display tray notifications about update.
Dizplay tray notifications about scanning.

Display Rezident Shield related tray notifications [automatic action).

[ Dizplap comparents state change notification.

Dizplay E-mail Scanner related tray notifications.

'@' 0K | | Cancel

| | ®  apply

Check “LinkScanner” in _Ignore faulty conditions — we will explain why later

P+ Advanced AVG Settings

=| Appearance

Ignore Faulty conditions
= Wirus Yaul

=| PUP Exceptions

‘web Shield

Link5 canner

@ Scans

gt Sehedules

= ﬁ E-mail Scanner
Certification

I ail Filkering

Logs and Results
M Servers

= Resident Shield
Advanced Settings

Exceptions
= {-v Update

Prosy
Dialup
URL
Manage

Ignore faulty components conditions

Error or warning statuz of the selected components will be ignored.

Compohent

[ Anti-Gpyware
[ sntitvius

[ E-mail Scanner
[ License

LinkS canner
[ Resident Shield
[ Update Manager
[] web Skield

'@' 0K | | Cancel

| | ¥ Apply
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F- Advanced AVG Settings
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s Wault Lirnit Wirus Waulk Size
FPUP Exceptions
Wb Shield J
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@ Scans
gt Schedules

= E-mail Scanner
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o Automatic file deletion
Certification

Mail Filtering Delete files older than dayls]
Logz and Resultz

B Servers Maximurn number of files to be stored: |1ggg =

=5 Residert Shield
Advanced Settings
i=| Exceplions

=2 {;:v Update
Froxy

Dialup
URL
Manage

o o | o= Jo o |

=| Appearance L i
=| Ignore faulty conditions Web Shield
Wirus W aulk Enable Wb Shisld

PUP Exceptions You need to restart your web browser after pou enable Web Shield. Once pou dizable Web Shield

it iz necessary to refrezh the viewed web page.
“Web Protection
Instant Messaging
{u Link 5 canner

@ Scans

Wt Sehedules

=/ E-mail Scanner

Certification
b4 ail Filtering

Logs and Results

B Servers Threat notification mode
= {v Fesident Shield (® Standard pop-up dialog (recommended)
Advanced Settings () Tray balloan natification
=) Exceptions (O Tray icon sighalization
= % Update £

Proxy
Dialup “w

o o« | o= Jom
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£- Advanced AVG Settings

= Appearance ~
Ignare Faulty conditions Web Protection
Wirus W aulk Enable web pratection
FPUP Exceptions

= é_" Weh Shisld . Feport Potertially Urwanted Programs and Spyware threats
wieh Pratection - .
Instart Messaging [ Use heuristic analyziz
{—u Link 5 canner Ports to be scanned
i Seans |80, 8080, 3128
Wt Sehedules
= E-mail Scanner b awimum part size of a file to be scanned
i=| Certification . ™ 200 KB
b4 ail Filtering v

Logs and Results
f Servers

=%z, Resident Shield

= Advanced Settings

Exclude host/IP/domain

Exceptions

Proxy

Dialup “w

=| Appearance ~
=] lgnore faulty conditions Instant Meszaging Shield
Virus Yault Enable Instant Messaging Shieid
FPUP Exceptions
) ICQ protection
Weh Shield Micar
“wieb Protection M3 protection

g

Advanced 1CQ
f£] Advanced M5N

Link5 canner

@ Scans

gt Schedules

= % E-rnail Scanner

=) Certification
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Logs and Results
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= Advanced Settings
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P+ Advanced AVG Settings

= Appearance »~
lgnore faulty conditions Secan settings
Wirus Yault Automnatically heal/remove infections
PUP Exceptions Report Potentiallp Unwanted Programs and S pyware threats
= ﬁ ‘Wieh Shisld Scan for Tracking Cookies

‘e Pratection Scan inzide archives
Inztant Meszaging s

% Advanced IC0

Scan system environment

= Advanced MSH
{::v LirkS canner Scan for rootkits
=i Seans Scan infectable files onlp
@ Scan whole computer [] Szan media fles

@ Shell extension scan

@ Scan specific files or fold

@ Removable device scar— | J Automatic: scan
Wt Sehedules
=i E-mail Scanner Set additional scan reports ...
Certific:ation

Scan process priority

4 ail Filtkering

Logs and Results
M Servers 3
< | >

& o | o= Jo o |

P+ Advanced AVG Settings

Appearance »~

i=| Ignore faulty conditions
= Wirus Wault Automnatically heal/remove infections

Scan sethings

éu PUP Exceptions Report Potentiallp Unwanted Programs and S pyware threats
=-§5 Web Shield [ Secan for Tracking Cockies
web Plotection. Scan inzide archives
I_TStT;Vh::z:gllggu [ Use Heuristics
{-., Advanced MSH [ 5can system environment
{::v LinkS canner [ Scan for raotkits
=i Seans [ Scan infectabls files only

@_ Scan whole computer
@ Shell extension scan

Scan process priority
@ Scan specific files or fold

@ Removable device scar— | J Automatic: scan
Wt Sehedules
=-#=| E-mail Scanner Set additional scan reports ...

=) Certification
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Logs and Results

B Servers 3
< | 3

E o | e ]

Saves changes and doses the dialog,
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P+ Advanced AVG Settings

Appearance »~

Ignore Faulty conditions
Wirls Yault Automnatically heal/remove infections

PUP Exceptions Report Potentiallp Unwanted Programs and S pyware threats
= {5 Web Shield [ 5ean for Tracking Cockies
“eb Protection Scan inside archives

Inztant Meszaging -
Uze Heurizt
% Advanced ICQ L] Use Heuristios

Scan sethings

[ Scan system environment

= Advanced MSH
{::v LinkS carner Scan for rootkits
= @ Scans Scan infectable files only
@ Scan whole computer Sean media fles
@ Shell extension scan Scan p priority
@ Scan specific files or folders
@ Removable device scar— | J Automatic: scan
Wt Sehedules
=i E-mail Scanner Set additional scan reports ...
Certific:ation
4 ail Filtkering
Logs and Results
M Servers 3
< | 3
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P+ Advanced AVG Settings

Appearance b
| fal diti _
= 9_””'9 aully condihians Enable Removable device zcan
Wiz W ault
{u PUP Exceptions Scan settings
=-§5 Web Shield Automatically heal/remove infections

‘e Pratection Fepoart Potertially Unwanted Programs and Spyware threats
Instant Messagin . .
and Scan for Tracking Cookies

= Advanced ICO
g_u Advanced MSN Scan inzide archives

{::v Link S canner [ Use Heuristics
=] @ Seans Scan infectable files only
@ Sean whole computer [ Szan media files
@ Shell extension scan i Scan process priority
@ Scan specific files or fold
@ Removable device scar | J Automatic: scan
=gk Schedules
gt Scheduled scan Set additional scan reports ...

g Wiz database update ¢
gk Program update schedu
=-#5 E-mail Scanner
Certific:ation w
< | B

& o | o= Jom
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Scheduled Scan

We do not normally enable Scheduled Scans because if you configure AVG as detailed
in this document you will find that your PC never gets infected with viruses.

#- Advanced AVG Settings

é;:u Appearance s -

= o Schedule zettings | How to zcan | What to scan
é:—u lgnare faulty conditions
irus Wault

FN

=] FUP Exoeptions [JEnable this task

=-#= web Shield MHame

{;:v ‘Web Protection )
=-#=| Instant Meszaging Schedule running
Advanced ICO (0 Run eveny:
=) Advanced MSN (%) Run at a specific ime interval: | Every day w || 1200 =
g;:v LinkScanner x
=34 Scansz

@ Scan whale computer
{EL Shell extension scan
@ Scan specific files or ol

Q Removable device scar |:| Fun on computer startup if task has been miszed
2l Schedules |:| Run even if computer iz in low power mode

() Action based: minutes delay
Advanced schedule options

L} Scheduled scan ] Delay this task if a full-screen application is running
gt Virug database update 5
gt Program update schedu

[=} {;:u E-mail Scanner -

£ >

0] s |

'@' ak. | ‘ Cancel | "@" Apply
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=) Appearance ~

|gnore faulty conditions
irug Wault

‘w'eb Protection
= {:—u Inztant Meszaging
=) Advanced ICO
f=] Advanced MSN
{% LinkScanner
= @ Scans
@ Scan whole computer
@ Shell extension scan
@ Scan specific files or fol
@ Removable device scar
=l Schedules
Ugt Scheduled scan
W Wirus database update s
Wt Program update schedu —
E-mail Scanner
Certification

b ail Filtering

éﬂa Logs and Results
f Servers
Resident Shield 2

< |

|

Schedule zettings

Enable this task

Name |

Schedule running

(&) Run every: |1 Es | | Hour(s)

() Run at a specific time interval: |

Ad d =chedul b
p

Run on computer startup if task has been missed
Fun even if camputer is in low power mode

[ Delay this task if a full-screen application is nning

Other update settings
Fiun the update again az soon az the intemet connection iz available,

dvanced AVG Settings

=| Appearance ~
|gnore faulty conditions
irug Wault
PP Exceptions
Wweh Shield
‘w'eb Protection
Inztant Meszaging
=) Advanced ICO
f=] Advanced MSN
{% LinkScanner
= @ Scans
@ Scan whole computer
@ Shell extension scan
@ Scan specific files or fol
@ Removable device scar
=l Schedules
Ut Scheduled scan
g Wirus database update s
It Program update schedu —
E-mail Scanner
= Certification

b ail Filtering
Logs and Results
f Servers

Resident Shield 3
|

|

[l
|

Schedule zettings

Enable this task

Mame |

Schedule running

() Fun eveny:

[z

() Run at & specific time interval | Every day v | | 800

A
-

() Action based:

A I erhedul b

Fiun on computer startup if task has been missed
Fun even if camputer is in low power mode

[ Delay this task if a full-screen application is unning

Other update settings
Fiun the update again az soon az the intemet connection iz available,

l:l minutes delay

Cancel

| | 0 Apply
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E-mail Scanner

We strongly recommend that you do not enable virus scanning of Outgoing emails as
virus scanning of Outgoing emails is the most common cause of outgoing email problems
(emails not leaving your Outbox, etc..). If AVG is correctly configured, as per the
instructions in this document, it will protect you against infected downloads, viruses in
incoming emails, and viruses imported via USB devices; you won'’t get infected and
therefore your PC or laptop will not be sending infected outgoing emails.

£~ Advanced AVG Settings

= {;:, Instant Messaging L

=] Advanced ICQ E-mail scanning
= Advanced MSN Check incoming e-mail [ Check, autgaing &-mail
é;:u LinkSeanner [ Certity e-mail

= @ Scans

@ Scan whale computer

. Modify subject of virus infected messages
@ Shell estension scan

@ Scan specific fles or ok FHIRUSE
@ Femovable device scar

-zt Schedules Scanning properties
ek Scheduled scan [J Use Heuristics

gty Virus database update =
ligt Program update schedu

Report Patentially rwanted Programs and Spyware threats
Siean inside anchives

== E-mail Scanner
Certifization E-mail attachments reporting
Mail Filtering [ Report password protected archives
= Logs and Results ] Report pazsword protected documents
B Servers ] Report files containing macro
=-¢5| Resident Shisld ] Report hidden extersions
Advanced Settings [V]iMove reported attachments to Vins Yault incoming e-mails onlyt
£ Exceptions b
< >

0] 0 o [ oo o~
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Logs and Results

If you do not limit the size of the AVG log file, it will grow forever! We once came across
a PC where the AVG log file was 5Gb big !!!

£- Advanced AVG Settings

@ Scan specific files or fol; A

il Removable device scar Lags Maintenance

Bk Schedules O Monthly logs
gt Scheduled scan ) weekly logs
gty Virus database update = O Daily |
ligt Program update schedu @i :
=-§5) E-mail Scanrer o s
b aimum log file zize: MEB

Certification
Mail Filtering Log level threshold:
Logs and Results
- Servers |Medium
Reszident Shield
=| Advanced Seftings Folder uzed to store log files

Exceptions - —
|C: “Documents and Settingz'uall U sershdpplication DatahaygSEmciLog | | |

=| Manage w

o o« | o o
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Resident Shield

This is the most important configuration screen of AVG, so make sure you do configure
it!

£- Advanced AVG Settings

@ Scan specific files or fol; A
il Removable device scar
-t Schedules

E \S‘theu:cllul;ec'Ijscan " 1 5can for Tracking Cookies
inuz database update s

ligt Program update schedu

Resident Shield Settings

Fepart Patentially Unwanted Programs and Spiwars threats

=-§5) E-mail Scanrer [] 5canfiles on close
CB[.tIfIC.:alI.Dn Scan boot sector of removable media
M ail Filtering o
=| Logs and Results [ Use Heuristics
B Servers Auto-heal

=-§5) Resident Shield
Advanced Settings
i=| Ewxceptions
Anti-Footkit
= ﬁ Update
% Prowy
Dial-up
UFRL
M anage w
< >

o o« | o o
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Update

Configure the screen below and then remember to click APPLY to apply all the
configuration changes you made above and on this screen.

P+ Advanced AVG Settings

@_ Scan specific files or fol &
@ Remavable device scar when to update files
-l Schedules () Update upan next computer restart, [Updated files will be prepared, and the update will be
i Scheduled scan completed after the computer restart.]
gk Wins database update 5
Wiy Program update schedu
E-mail Scanner

If computer restart is required:

[

Certification (O Require confirmation from the user
I ail Filkering () Restart immediately
Logs and Results () Complete at next computer restart
M Servers
=] % Fesidert Shisld Additional update options
Advanced Settings EBuild new spstem restore point after each program update.
Exceptions Usge DNS update
{., Anti-Rootkit Fequire confimation to cloge running applications. &%G may require the clozing of zome running
= ﬁ Update applications [for example M5 Dutlook).
Eli::ip Check computer time
URL Dizplay notification if time set on computer differs from the correct time more than ...
Manage ]
- 24 % | hours
< | &

& o | o= Jo o |

B~ AVG Anti-Virus

File Components History Tools Help

AVG [— You are protected.

Al security features are working correctly and are up to date.

. Anti-Virus

Security components and status overview
._-.E] Overview

. "'!'; Anti-Virus . Anti-Spyware Anti-R ootkit
q Computer scanner % M Active ,  E Active § % @ Active

%A Update now

LinkScanner
M Active

E-mail 5canner f License

M@ Active — M@ Active

ve |

E Web Shield 4 Resident Shield
| @ Active |
) A

~ Update Manager
M@ Active

D

of selected

LinkScanner blocks dangerous websites and checks links on the most popular search engines for threats.
LinkScanner component iz active,

¥ Show notification
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LinkScanner component

Once in the LinkScanner component disable it as shown in the screenshot below.
Across the entire antivirus industry, the LinkScanner component of antivirus programs is
usually the one component which causes the most problems to end-users. LinkScanner
scans links that you click on web pages, and reports problems if the web page or website
you are about to access, is known as a malicious website.

In our view, while LinkScanner provides additional protection while surfing the web,
safety is usually an end-user issue. If a user is determined to go onto sites that might
infect his/her PC, then LinkScanner won't protect that user, and given that it so often
causes problems our view is that it is best to turn it off.

E- AVG Anti-Virus [9[i=](E3

File Components History Tools Help

. You may not be protected! Some components report and errorfwarning
AVG r_;_| but you have decided to ignore the following problems:

Anti-Virus L—/ LinkScanner: Disabled

LinkScanner component
._-.E] Overview

Active Suf-Shield and 2VG Search-Shield. AYG Active Surf-Shield prevents you from
accidentally becoming infected by drive-by downloads and ather exploits, enzuring the web pages
you visit are zafe at the only time that really matters - when pou are about to click the link. AWG
Search-Shield works with Google, Y'ahoo and MSN zearch engines to deliver a real-time safety
verdict on all zearch results, including search ads, displaying an icon to show the safety rating for
each site.

LinkScanner works with Intermnet Explorer and Firefox, and consists of bwo features, 246G
{_J LinkScanner &

q Computer scanner

%A Update now

H LinkScanner component is disabled.

LinkScanner wersion: B3

Settings
[ Enable &G Search-Shisld (need web browser restart]
[ Enable &4G Active Surf-Shisld
[ Enable reporting of detected threats to 4G

@ Save changes | | Cancel

¥ Show notification
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£ AVG Anti-Virus

File Components Histary Tools

AVG
. Anti-Virus

Lg Overview

q Computer scanner

Help
. “Y'ou may not be protected! Some components report and errorfwarning
r"_l but you have decided to ignore the following problems:
— J . .
LY LinkScanner: Disabled

Security components and status overview

[ﬁ Update now

Statistics

¥ Show notification

That’s it — You’re

| J'-!" - Anti-¥irus . Anti-5pyware Anti-F ootkit
w [ Active ‘, [ Active @ Active
E-mail Scanner L License % LinkScanner
WA | [ Active = @ Active [ Dizabled
(&_., vl \
web Shield \' Resident Shield Update Manager

[ Active @ Active

i

Description of selected component

LinkSecanner blocks dangerous websites and checks links on the most popular search engines for threats.
LinkScanner component is disabled.

done !

000000000000000000000
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