AnswersThatWork™ Recommended configuration for Norton AntiVirus 2006

AnswersThatWork’s recommended configuration

for Norton AntiVirus 2006

What you will achieve

The screenshots which follow will guide you through our recommended configuration
settings for your Norton AntiVirus 2006 antivirus program. If you follow this well tested
configuration, your PC will be configured in a way such that :

® Norton AntiVirus will take care of all virus alerts automatically, unobtrusively,
allowing you to concentrate on your work while protecting you in the
background.

® Using the safe but conservative configuration settings below, Norton AntiVirus
will protect you comprehensively without being so strict that you end up with
false positives (files incorrectly identified as viruses by “Heuristics Analysis” -
Bloodhound), or with problems sending emails, or with a significantly slowed
down PC.

® Norton AntiVirus will protect you effectively from viruses coming through instant
messaging services such as MSN Messenger, Yahoo Messenger, and
AOL Messenger, automatically without prompting you with potentially
confusing screens.

What you will achieve

Open Norton AntiVirus 2006, click on the OPTIONS button, and then configure each
screen as per the following screenshots :
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@ Morton AntiVirus Options

Systemn

P Manual Scan

Internet
¥ Email

Internet Worm
Frotection

Instant Messenger
Liveldpdate
Home Fage Protection

Other
b Security Risks
Miscellaneous

Default Al

How to stay protected

How to respond when a virus is found

Which file types to scan for viruses

Auto-Protect

more info

[v Turn Auto-Protect on irecommendeds
[v Start Auto-Protect when Windows starts up (recommended)
v Show the Auto-Protect ican in the tray

" Repair the infected file (recommended)

* Tryto repair then quaranting if unsuccessul

" Deny access to the infected file

v Automatically remove iterns left behind by viruses {recommended)

" Comprehensive file scanning frecommended)

@ Sean files using SmartScan Customize. .
[T Scanwithin compressed files
0K || Cancel || Page Defaults |

(A Norton AntiVirus Options

System

v Auto-Protect
Advanced
Exclusions

¥ Wlanual Scan

Internet
¥ Email

Internet ¥Worm
Protection

Instant Messenger
Liveldpdate
Horme Page Protection

Other
b Security Risks
Miscellaneaus

Diefault Al

Bloodhound ™

more info

How to protect against new and unknown viruses

™ Turn Bloodhound heuristics on (recommendeds

" Highest level of protection
% Default level of protection frecommended)
L owest level of protection

Cancel | | FPage Defaults
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@ Norton AntiVirus Options

System
v Auto-Protect

Bloodhound

Exclusions

¥ Wlanual Scan

Internet

Internet Warm
Frotection

Horne Page Protection

Other
b Security Risks

Miscellaneous

Default All

more info

Advanced Options

What activities to monitor when using floppy disks

W Scanall rernovable media for hootwiruses everytirne itis mounted
[~ Scanfloppy disk in A for boot viruses when shutting down

What to do when scanning compressed files

v Display alertwhen application is blocked

How to increase Windows start up protection

v Load Auto-Protect during systern boot

Cancel | | FPage Defaults

System
v Auto-Protect

Advanced

Script Blocking

b hlanual Scan

Internet
b Email

Livellpdate

Other
b Threat Categories

Miscellaneous

Default Al

hdore Info

Auto-Protect Exclusion List

‘What items to exclude

[t

*.nch
haystem volume information

Cancel | | FPage Defaults
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@ Norton AntiVirus Options

System . .
hore Info
'+ Auto-Profect Script Blocking e Info
Bloodhound - )
How to stay protected from malicious scripts
Advanced . . \
Exclusions v g_n__g_hle Scrlpt Ellucklng (recummended}

b Manual Scan How to respond when a malicious script is found

¢ Askmewhatto do {recommended)
Internet (~ Stop all suspicious activities and do not prompt me
b Ernail
Instant Messenger
LivelUpdate

Other
k Threat Categories
Mizcellaneous

Default Al Ok || Cancel || Page Default=

@ Norton AntiVirus Options

System
b Auto-Protect

Manual Scan mare info

What items to scan in addition to files

Blaodhound
Exclusions = =
v Master hootrecords
T
¥ Email How to respond when a virus is found
Internet¥worm ¢ Trytorepairthen guarantine ifunsuccessil (recommended)
Pratection " Repait the infected file
Instant Messenger ~ Ask mewhatto do
Livelpdate |
Horme Page Protection Which file types to scan for viruses
Other (« Comprehensive file scanning {recommended)
b Securily Risks " Scanfiles using SmartScan I:l
Miscellaneous W Scanwithin compressed files

W Scan active programs and startup files

Default Al Ok || Cancel || Page Default=
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@ Norton AntiVirus Options

System
» Auto-Frotect

w hanual Scan

How to protect against new and unknown viruses
Exclusions [ Turn Bloodhound heuristics on (recommendeds

" Highest level of pratection

Bloodhound ™ mare infa

Internet @ Default level of protection (recommended)
PEmal " Lowest level of pratection

Internet Wiarm

FProtection

Home Page Protection

Other
F Security Rlisks

Miscellaneous

Defautt &1l Ok || Cancel || Page Defaults

@ Morton AntiVirus Options

System . ;
Exclusion List Maore Info

¥ Auto-FProtect

Script Blocking

What items to exclude

hE:

e

) Liveldpdate

Other
4

Defautt Al Ok || Cancel || Page Defauts
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@ Norton AntiVirus Options

System
» Auto-Frotect

B Manual Scan

Internet

: Livelpdate

Home Page Protection

Other
P Security Risks

Miscellaneaus

Default A1

Email Scanning tnore info

What to scan

v Scanincoming Email (recommended;:

[T Scan outgoing Email (recommended)

How to respond when awirus is found

i Tryto repairthen quarantine if unsuccessful (recommended)
" Repairthe infected file

" Ask mewhatto do

" Repairthen silently guarantine if unsuccessful

* Repairthen silently delete ifunsuccessiul

How to increase protection
[ Turn ¥Worm Blocking on {recommended)

[7 Alertwhen scanning email attachments

@ Norton AntiVirus Options

System
» Auto-Frotect

B Manual Scan

Internet
w Email

Internet Worm
Frotection

Home Page Protection

Other
P Security Risks

Miscellaneaus

Default A1

Advanced Email Options more infa

What to do when scanning Email

v Protect againsttimeouts (recommendedi
¥  Displaytrayican
[Z  Display progress indicatorwhen sending ermail

Cancel | | Page Defaults
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(B Norton AntiVirus Options

Systemn
b Auto-Protect
b hlanual Scan

Internet Worm Protection Lbe iy

How to stay protected from certain Internet Worm attacks

Internet [ Turn Internet Yarm Protection on irecammendeds
~ Email Configure Exclusions
Advanced
_ How to customize your settings
Instant Messenger Program Cortral
Livellpdate
Horne Page Protection General Rules
Other Trojan Rules
b Security Risks
: AutoBlock Rules
Miscellaneaus

Detault Al Ok || Cancel || Page Defaults

If you have AOL Instant Messenger or Yahoo Messenger, you will find them enabled
in the above screen. If that is the case, check them too.

@ Norton AntiVirus Options

System
» Auto-Frotect
b Manual Scan

Instant Messenger more infa

Which instamt messengers to protect

Internet [T AOLInstant Messenger (regquires version 4.7 or higher)
w Email [ MSHWindows Messenger (recommended):
Advanced [~ ¥ahoo! Messenger (reguires version 5.0 or higher

Intern EF thiorm Configure Mew Users
Frotection

LiveUpdate How to respond when avirus is found

Harrie Page Pratection ¢ Tryto repairthen guaranting if unsuccessful recommended)

" Repairthe infected file

Other = Askme whatto do
BSECURMYRISKS || e
Miscellaneaus How to notify the source of an infected file

[v Alert zenderwhen an infected file is received (requires MSM [
Windows Messenger see supported wersions)

Defautt &1l Ok || Cancel || Page Defaults
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@ Norton AntiVirus Options

System - - ;
Automatic LiveUpdate thore info
» Auto-Frotect
b Manual Scan How to stay updated
Internet [v Turn automatic Livelpdate on {recommended)
. Ernail oo e mct ...... dat d ...................
Advansed ow to gep your \nr.us protection update
W Applyvirus protection updates recammended)
Internet Worm ) ) )
Frotection & Apply updates without interrupting me (recommended)
Instant Messenger ¢~ Matify me when updates are available

How to keep Norton AntiVirus updated

Home Page Protection

v Potify e of Morton Antivires program updates (recommendedg

Other | e

b Security Risks How to stay protected

[~ Run Morton QuickScan whenever virus definitions have been
updated (recammended)

Miscellaneaus

Defautt &1l Ok || Cancel || Page Defaults

@ Norton AntiVirus Options

Systemn . .
more info
» Auto.Protect Home Page Protection
b Manual Scan
How to stay protected
Internet W Turn Home Page Protection on (recommended)
w Email |
Advanced How to handle changes to my home page

Internet Warm v Block all attempts to change my hame page

Protection How to control my Home Page Protection alerts

Instant Messenger A Alert N N load

LiveUpdate Alert me when my home page loads

Alert me when Morton Antivirus blocks an attempt to change my home

 Home Fage Frotection
page

™ Mever alert me
Other

F Security Risks
Mizcellaneous

Default A1 O || Cancel || Page Defautts
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@ Norton AntiVirus Options

Systemn
» Auto-Frotect

b Manual Scan

Internet
b Email

Internet Worm
Frotection

" Home Page Protection

Other

Miscellaneous

Defautt Al

Security Risk Categories more info

What to scan for

Virus threats - Every scan searches forwiruses, worms and Trojan horses.
These iterns cannat be excluded fram a scan.

Spyware and Adware risks - Frograms that can compromise the privacy of
your data.

W Spyware

v Adware

Additional security risks - Frograms that increase the risk to yvour
computer ar data.

v Dialers

[+ Jake Programs
v Remote Access
v Hack Tools

W Trackware

Ok | | Cancel | | Page Defaults

@ Morton AntiVirus Options

Systemn
¥ Auto-Frotect

P Manual Scan

Actions more info

How to respond when a security risk is found

Internet
¥ Email

Internet Worm
Frotection

Home Fage Protection

Other
w Security Risks

Exclusions

Miscellaneous

Default Al

W Manual Scanner
i Let Morton Antivirus decide (recommended)
&+ Automatically delete the file
" Askmewhatto do

¥ Email Scanner
" Let Morton Antivirus decide {recommended)
(+ Autamatically delete the file
i Ask mewhatto do

v Instant Messenger Scanner
" Let Mortan Antivirus decide (recommended)
t» Autamatically delete the file
i Ask mewhatto do

0K | | Cancel | | Page Defaults
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@ Norton AntiVirus Options

System
b Auto-Protect

b hlanual Scan

Miscellaneous more info

What to do when repairing files

Internet v Hack upfile in Marton Quarantine and Restore hefare repairinc
b Email | e
ntemetworm How to keep Microsoft Office documents protected

Protection ¥ Turn Office Plug-in on
| LweUpdate What to do when virus protection is out of date

Home Page Pratection v Alert me if my virls protection is out of date
w——— i

How to control access to option settings

w Security Risks
v Turn passwoard protection on for options Change Password

Exclusions

[~ Turn protection on for my Symantec product

Defautt Al Ok || Cancel || Page Defaults

& Norton AntiVirus

Protection Alert

more info

i Attention

Turning off this feature reduces vour system protection,

- Email Scanning

Select the duration.

| Far manently

[ Ok ] [ Cancel

000000000000000000000
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